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Data Processing – Education Settings 

CSW Group acknowledges as Data Processor it has responsibilities under the requirements of GDPR 
as well as its own responsibilities as a Data Controller in its own right.  

In relation to the processing activities CSW performs for the Data Controller, the following 
statements cover the key aspects of our Services into the Education Sector.  

 Requirement Data Processor Response 
1 The Legal Basis for Processing: Where CSW is providing services as a Processor to a Data 

Controller we will be doing so under the lawful purposes 
established by and agreed with that Data Controller and in 
accordance with Article 6 of the GDPR and Article 9 where 
Sensitive Data is processed.  As part of CSW’s due diligence we 
undertake an assessment of the lawful basis for processing that 
the Controller has defined in contracts and associated 
documentation and will raise any concerns with the Controller 
before accepting the role of Processor. CSW will support the 
Controller in the assessment of the lawful basis where necessary 
and as appropriate will discuss with the Controller any changes to 
legal basis and where there are additional considerations for the 
Data Controller and CSW as a Processor and/or Controller in their 
own right. 
 
CSW will have a number of reasons to processes information 
provided by an education provider.  This may include for the 
purposes of delivery Information, Advice and Guidance services, 
for managing and supporting Enterprise, Work Related Learning 
activities and Work Experience. CSW also acts on behalf of the 
Local Authority and the school to meet their statutory obligations 
to the Secretary of State for Education (Department for 
Education) and its executive agencies (e.g. Education and Skills 
Funding Agency).  
 
Education settings are required to share information with Local 
Authorities, Careers Providers and Youth Support services.   This 
is covered in the DfE Privacy Notice model clauses (see 19) and 
pupil information provided to CSW by the school will routinely be 
shared with the Local Authority and the DfE. 
 
For education settings Key Legislation includes {not exhaustive}: 

• Education Act 1996 
• Education and Skills Act 2008 
• Apprenticeships, Skills, Children and Learning Act 2009 
• Children and Families Act 2014 

 
Where CSW is processing data as a Controller we will be doing so 
in accordance with our own Lawful Basis assessment.  This will 
include Legitimate Interests, in supporting a Public Task and 
where appropriate to meet Legal Obligations.  
 



  

Document: GDPR Data Processing Response         Author: AT (DII)   Date: 09.05.2018         V: 1.3       Classification: Unprotected                     2 
 

2 The type of personal data being 
processed 

All classes of data that may be processed have been included; 
however, not all types will be processed for all data subjects. 
This will depend on individual needs and circumstances. 
Information processed will be as a result of that which is shared 
by the Data Controller with due regard to the processes 
undertaken by Controller (including Fair Processing notifications 
and associated processes for Article 9 – Sensitive Data).   

• Names, DOB, Address, Telephone numbers, 
• Parent/Carers Names, Address, Telephone numbers 
• Gender 
• Ethnicity 
• School 
• Educational attendance 
• Educational attainment 
• Subject/course information 
• Health 
• Special Educational Needs 
• Additional needs 
• Agencies supporting 
• Personal circumstances/indicators 

o Looked after 
o Teenage parent 
o YOS 
o Young carer 

• Family situation 
• Work experience 
• Other skills and interests 
• Assessments and outcomes 
• Engagement with other projects 
• Career ideas 
• Education and employment plans 
• Safeguarding 

3 The categories of data subjects • Children/ young people 
• Parents 
• Carers 
• Extended family 
• Other professionals supporting 
• Education workforce 
• Employers 
• Work placement supervisors 

4 Acting on instructions from the 
Controller (unless otherwise 
required by law) 

CSW will only process data in accordance with the instructions of 
the Controller unless otherwise required by law, or where CSW 
has cause for concern that the Controller’s instructions are in 
contravention with rights of the data subjects. 

5 Ensuring processing of personal 
information is only that set out in 
the contract/written instruction 

CSW will only process data in accordance with the instructions of 
the Controller, as set out in their contract/written instruction, 
unless otherwise required by law, or where CSW has cause for 
concern that the controller’s instructions are in contravention 
with rights of the data subjects. 
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6 Data Retention, Return and 
Destruction 

At termination of any agreement or at the point that the 
agreed/defined retention expiry date is reached CSW will act in 
accordance with the Controller’s instructions. CSW will delete or 
return any data, subject to the contract/written instruction. 
Where in pursuance of a legal duty or obligation, information has 
to be retained; this will be communicated to the Controller as 
part of the Controller/Data Processor agreement.   
 
Where it is necessary for evidence to be retained for compliance 
with legal or contractual obligation (eg. To demonstrate services 
have been delivered as per the contract) appropriate measures of 
anonymisation will be applied and the Controller notified. 
In the absence of explicit Data Retention Periods defined within 
contract documentation, or covered elsewhere in UK Law, CSW 
will use the guidelines as developed by the LGA and the Records 
Management Society to assess the appropriate period of 
retention for data and will act in accordance with the appropriate 
guidelines.  
 
CSW commits to providing evidence of destruction, disposal or 
return of evidence in its entirety as required by the Data 
Controller. 
 
 

7 Staff Training and Resources  CSW’s staff, associates, affiliates and volunteers receive 
mandatory training in Confidentiality, Information Sharing and 
Data Protection (including specific GDPR training) when they join 
the business, or change role. This is as a minimum refreshed 
every three years or sooner if there has been a significant 
change. Furthermore those staff in front line delivery and 
professional roles receive additional training as part of their 
formal qualifications. 
Records of training are retained and monitored to achieve 
assurance in competency and compliance. 
CSW has dedicated policies and procedures covering all aspects 
of Information Security, Data Protection, Information 
Management and Confidentiality.  This is issued during on-
boarding to the business and is available in real-time to all staff 
through our Intranet.  These policies and procedures are 
reviewed as a minimum annually or sooner when there is 
significant change.  
Compliance with our Policies, Procedures and the relevant 
legislation is covered in our contracts of employment and failure 
to follow policies is subject to disciplinary procedures.  
CSW’s commitment to confidentiality is at the cornerstone of the 
company ethos. 

8 Using sub-processors  CSW manages its technical supply chain under its ISO27001 
accredited Information Security Management System (ISMS), 
specifically under the third party management controls. The 
supply chain for information related services are required as a 
minimum to hold ISO27001 and Cyber Essentials. 
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All third party suppliers undergo due diligence prior to selection 
and are subject to written contracts which are reviewed on a 
regular basis throughout the year. 
Currently all network topology and server infrastructure is owned 
and managed by the Data Processor. Third party UK based data 
centres (STEM/ ITEC) are used under co-location arrangements.  
They provide the environmental controls, physical security and 
rack space in which the hardware is located. The backup and 
disaster recovery solution is hosted on the Data Processor’s 
premises in Plymouth. 
CSW actively pursues a strategy to avoid the use of non UK based 
suppliers when data hosting. 

9 Assisting the Controller to meet 
their obligations under GDPR 
allowing data subjects to exercise 
their rights 

The Data Processor will assist the Controller to meet their 
obligations under GDPR, unless otherwise required by law, or 
where CSW has cause for concern that the Controller’s 
instructions are in contravention with rights of the data subjects. 
 
Where CSW receives a request from a data subject pertaining to 
their individual rights, CSW will immediately refer the data 
subject to the Data Controller in order that the Controller’s 
procedures can be followed and they can respond in accordance 
with their responsibilities.  However if the Controller requires 
CSW to log the information request and escalate this on behalf of 
the data subject, the request will be logged and CSW will 
immediately refer the request to the Controller using whatever 
system or process the Controller states as their preference as 
stated in the contract/ written instructions.  
 
Where CSW receives a request from the Controller, to support 
them in meeting their obligations to comply with the data subject 
rights, this will be responded to promptly and in accordance with 
the timescales agreed in the contract/ written instructions from 
the Controller. 
 

10 Demonstrating compliance and 
records of processing being 
carried out on behalf of the 
Controller 

CSW can demonstrate compliance is being met under our 
obligations of GDPR and as Data Processor to the Controller.  
An accredited ISO27001 ISMS is implemented which supports 
compliance and a Data Inventory matrix and a GDPR compliance 
matrix are retained demonstrating how the requirements and 
obligations are met. 

11 Reporting breaches to the 
Controller  
 

As Data Processor, any data breach will be reported to the 
Controller promptly and in accordance with their requirements 
and timescales agreed in the contract/ written instructions from 
the Controller. 
CSW retains an incident register to document, analyse, review 
and monitor any breach and the resulting corrective action taken. 
This is supported by an Information Incident Procedure, which is 
reviewed annually. 

12 CSW’s Data Protection Officer CSW Data Protection Officer : Andy Tellam (Director of 
Information and Innovation)  
Mobile: 07990 506413 
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Email:    andy.tellam@cswgroup.co.uk 
               DataProtection@cswgroup.co.uk 
Company Address:  
Poseidon House 
Neptune Business Park 
Cattedown 
Plymouth 
Devon 
PL4 0SJ 
Telephone: 01752 207700 
 
 

13 Data Transfers and Storage (Third 
Countries) 

CSW actively pursues a strategy to avoid the use of non UK based 
suppliers when data hosting. 
Should any third countries be involved in the future, the data 
controller will be notified and the appropriate safeguards will be 
implemented. 

14 Action taken to prepare for GDPR 
(Data Protection Act 2018) 

• Awareness Training for all staff  
• Specific GDPR, information security and data protection 

training for key personal 
• Information audit completed and Information asset 

inventory and matrix created. This includes:  
o Data Controller details 
o Privacy Notice details issued by the Controller 
o Data held 
o Lawful basis for processing noted 
o Processing activities undertaken 
o Where data is held 
o Who data is shared with 
o Retention requirements 

 
• Responding to requirements and obtaining agreements 

with data controllers 
• Obtaining further information relating to GDPR 

requirements from third party suppliers as sub 
processors 

• Policy, Process and Procedure review of all information 
security and data protection documents, including but 
not limited to: 

o Data Protection Policy 
o Information Security Policy 
o Subject Access Request Procedures 
o Data Breach and Incident Procedures 

• Data Protection impact assessments completed reviewed 
and logged in an inventory register. 
 

15 Technical and organisational 
measures in place to protect 
personal data 

CSW Group has a significant number of technical and security 
measures in place as part of the ISO 27001 and Cyber Essentials 
certification. This includes but is not limited to the following: 

• Perimeter Security Firewalls 
• Default Password management 

mailto:andy.tellam@cswgroup.co.uk
mailto:DataProtection@cswgroup.co.uk
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• Intrusion Prevention Systems 
• Encryption on all hard drives containing customer data 
• Email encryption solution (EGRESS) with automated rules 
• Desktop, Server and Network AV and Anti-malware 
• Server Hardening 
• Network Separation 
• Staff Training and Vigilance 
• Penetration testing performed by third-parties  
• Standard end-point device build 

 
 
 

16 Policies and procedures in place 
to protect personal data 

• Information Security Policy 
• Data Protection Policy 
• Document Retention Policy 
• Information labelling and Classification Policy 
• ISO27001 accredited Information Security Management 

System Procedures 
• Information Security Risk Management Framework and 

Process  
• Data Protection Procedures 
• Information Security Procedures including Destruction 

and Disposal Procedure 
• Information Related Incidents Procedure 

17 System Security CSW has an Information Security Management System that is 
fully embedded into the organisation and is verified through 
external audit and the ISO27001 Accreditation. This is achieved 
with full compliance to all the controls stated within the 
Standard.  
Aligning to this, CSW has an embedded strategy for identifying, 
assessing and mitigating against any information security risks. 
This is implemented through a risk management framework and 
process. All potential risks are recorded, mitigating action 
implemented and reviewed on a quarterly basis as a minimum. 
Information Security Risk Management is supported by a 
comprehensive Business Continuity and Disaster Recovery Plan 
which is reviewed and tested at a minimum annually as part of 
the established audit schedule. This schedule also includes 
Penetration Testing, User Access Management and Operational 
Security Reviews 

18 Information Security 
accreditations held 

ISO 27001 held since 2012 Certificate no : IS563803 
Cyber Essentials held since 2015. Certificate no: 
9954186317674814 
ICO registration : Z648643 

19 Privacy Notices DfE via Gov.uk have issued guidance around the use of Privacy 
Notices for Education Settings and Local Authorities.  These 
include model notices and clauses.  Information can be found 
here: 
https://www.gov.uk/government/publications/data-protection-
and-privacy-privacy-notices 
 

https://www.gov.uk/government/publications/data-protection-and-privacy-privacy-notices
https://www.gov.uk/government/publications/data-protection-and-privacy-privacy-notices
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For the Further Education Sector (Organisations funded by the 
Education and Skills Funding Agency – ESFA) their Privacy Notice 
can be found here: 
 
https://www.gov.uk/government/publications/esfa-privacy-
notice/education-and-skills-funding-agency-privacy-notice-may-
2018 
 

20 CSW Data Protection Procedures Full details of our Data Protection Procedures can be found on 
our website: 
https://cswgroup.co.uk/about-csw-group/data-protection/ 
 

 

 

https://www.gov.uk/government/publications/esfa-privacy-notice/education-and-skills-funding-agency-privacy-notice-may-2018
https://www.gov.uk/government/publications/esfa-privacy-notice/education-and-skills-funding-agency-privacy-notice-may-2018
https://www.gov.uk/government/publications/esfa-privacy-notice/education-and-skills-funding-agency-privacy-notice-may-2018
https://cswgroup.co.uk/about-csw-group/data-protection/

